Today's Ransomware

Jul. 19, 2016

1. I've received 2 ransomwares today.

- jsshim_11413.zip =>account_report b1a.wsf — Locky(zepto)

- jsshim_8ABBC45.zip =>detailed analysis f5f9.wsf — Locky(zepto)
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How are things?

I am deeply gratified that you reacted to my email promptly.
The attached is concerned with the company database. Feel free to comment me on the
subject.

Warm regards,

Bert Grimes

SUNRISE RESOURCES PLC

Phone: +1 (226) 832-78-03, Fax: +1 (226) 832-78-22
e-mail: Grimes.85@teamdrumires.com
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I attached the detailed business analysis (updated}

Best regards,
Rosanne Blair

CRESTON PLC
Phone: +1 (978) 035-44-38
Fax: +1 (978) 035-44-42
ID: 2647a99bd86ec461e1e629758281¢8c0076d9¢0640a80a .




2. Victim under attack
Process : C:#login accountWAppDatatLocalWTempWl 6 AKmE9M2WSeYPJi.exe
Process C: Wlogm accountWAppDatatLocalWTempWQCYj6QSKKIw.exe
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3. Blocking by RansomFree®
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csrss,.exe 508 SYSTEM 00 6,676 KB Client Server Runtime Process
dwm.exe 2336  ceo 00 1,868 KB G232 & 227
explorer.exe 2384 ceo 03 22,992 KB Windows E42|
hkemd. exe 2600 ceo 00 2,380 KB hkemd Module
igfxpers.exe 2612 ceo 00 2,400 KB persistence Module
igfxsrve exe 2360 ceo 00 2,824 KB igfxsrve Module
LANUt exe 2660 ceo 00 3,456 KB VAIO Smart Network
RansomFree exe 2640  ceo 00 16,664 KB RansomFree
taskeng exe 3216 ceo 00 2,108 KB Xt 23S A
taskhost.exe 2236 ceo o1 2,716 KB Windows ZIQE I8t S2E =242
taskmar.exe 1028 ceo 02 MU KR Windows St 21 TE
VAIOUpdt exe 3252 ceo |
VESMarSub.exe 932 SYSTEM R
winlogon.exe 836 SYSTEM
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== RansomFree® is blocking in real-time until the unknown ransomware.



